Information assurance is a new and rapidly evolving field. The best way to prepare professionals for the information age in light of the increasing security threat is not clear. We are attempting to educate future leaders in information assurance at the undergraduate level. At this level, we found two distinct types of students and determined that we can only meet their needs with separate courses. We developed a course for non-technical majors that focuses on strategy and policy but with a strong technical component. The course for computer science majors is heavily technical, but does not neglect the strategy, policy, ethics and laws of information warfare. In both courses we have relied heavily on active -learning activities, reducing the content, and focusing on teaching the students how to teach themselves. Each course culminated in a major project that required the students to demonstrate mastery of the course objectives. We were extremely successful in accomplishing the course goals and believe that these courses can be models for information assurance education at other undergraduate institutions.
Background
The mission of the United States Military Academy is:
"To educate, train, and inspire the Corps of Cadets so that each graduate is a commissioned leader of character committed to the values of Duty, Honor, Country; professional growth throughout a career as an officer in the United States Army; and a lifetime of selfless service to the nation."
West Point focuses on educating graduates to defend the nation's interests and must continue to do so as we enter the next century. USMA has just revamped its curriculum in order to better prepare officers to lead an information-age army instead of an industrial-age army. A key part of this was the inclusion of a tenth academic program goal. This new goal specifically addresses information technology education for all graduates, not just scientists and engineers. An important facet of the information technology academic program goal is information assurance. The Academy recognized that information dominance is not possible without information assurance.
As we enter the Information Age, the nature of national security threats has changed. From a world of obvious major threats that are best met with conventional armed forces we are entering a world of uncertainties. The industrial age threats have not disappeared and new threats to our security have emerged. Cyberspace has joined the land, sea, and air as a medium for attacking the U.S.
Industrial-age national security threats are serious, but due to years of study they are at least well understood. The industrial age armed conflicts that the U.S. participated in all had relatively long build-up time and involved significant effort from the Armed Forces and in some cases, the nation. They also took place almost exclusively outside of U.S. borders. In most cases the enemy was a foreign nation-state. None of these characteristics may describe the next significant conflict the U.S. fights.
Since World War II nuclear weapons have posed the major direct threat to the United States. Despite the fact that a nuclear attack would be catastrophic, the probability of such an attack has fortunately been small. In recent years, the probability of attacks on the United States itself has grown. The enemy may not be a nation-state, but any of a myriad of international actors. The resources necessary to directly attack the U.S. are small compared to what was required during the mid-20 th century. One of the key reasons the national security landscape has changed so dramatically is the dependence on information infrastructures and their vulnerability.
Cyberwarfare threatens both the physical infrastructure and the economy of the United States. Significant damage to the nation's infrastructure or economy can be devastating to our national well-being [4] . Therefore, defending the nation against cyber-attack is integral to our national security. Cyberwarfare or information warfare is much talked-about, but no consistent understanding of what it entails or how to effectively wage it exists. If West Point graduates are going to defend the nation in the 21 st century as they have in the 19 th and 20 th centuries, they need the intellectual tools to understand and conduct war in cyberspace as well as the physical world. Since the field is so new and so poorly understood, determining how to prepare the future leaders to not only survive, but also thrive in this environment, is a formidable challenge.
During the Industrial Age, the major threats to our national security were most appropriately countered by our armed forces. Information Warfare is different. The military no longer mans the first line of defense. The nation's critical information infrastructure and hence the principle vulnerabilities are owned and operated by the civilian community. The Armed Forces will not necessarily fight the first battles of an information war. The Armed Forces will not even fight all the battles in an information age conventional war. The question is not just how do we prepare professional soldiers to defend the nation in cyberspace, but how do we prepare civilian professionals to defend their critical information infrastructure and therefore, the nation? The results of our work are important not only to the military community but also to the nation as a whole.
Many of the leading information assurance professionals believe that education is the key to securing our infrastructure. The National Security Agency (NSA) has launched a program to promote information assurance education. [12] The Department of Defense has started a scholarship program for students who want to study information assurance. The rapidly evolving nature of the threat and the complexity of our networks suggest that there will never be a "silver-bullet" technical solution to information assurance. Educated users, administrators and leaders are key components of information assurance.
Problem
Given that education is a key component of information assurance, we have to determine how the Academy can best serve the nation with respect to this new set of threats. The current Army officer corps is composed of a diverse set of skills, experience and background. It stands to reason that officers will fill more than one role during the conduct of cyberwar. Once we had a vision for the roles officers would fill we had to determine how to best educate cadets to fill those roles. Additionally, we believe that we could not expect to teach them all they need to know about information security during a one-semester course or even a four-year program. As the world evolves, they will need to teach themselves new concepts and understand new technologies and policies to be effective. Finally, within the practical constraints to include legal and ethical limits on cyberspace activities, we had to determine how to provide the best education in this domain.
Method -Course Designs
We felt that we could positively influence two sets of students preparing them for two different but related roles. The background of the students and the roles we are preparing them for are so different that we could not address them in the same course, so we developed two courses.
The first course called CS 482, Advanced Operating Systems: Information Assurance, is for computer science majors. Initially, as junior Army officers, they will be responsible for implementing information assurance in their units and they will be directly leading people who do the hands-on security work as well as doing some themselves. Later, five to ten years into their Army careers, these officers will be in positions to implement and create policies, plans, and programs to secure our nation's interests in cyberspace. With this in mind, the objectives of the course are twofold: conceptual knowledge of information security and practical application of that knowledge.
The second course is called SS490 The Policy and Strategy of Cyberwarfare, serves non-technical majors, focusing primarily on international relations and history majors. They have had very little education in information technology, but use a sophisticated information infrastructure to do their academic work, run the Corps of Cadets, and run the clubs, activities and teams at USMA. They are very computer literate, but as a rule do not understand the underlying concepts. These students are unlikely to assume technical positions soon after graduation, but as leaders in a digitized Army, information technology will play a key role in their duties as an officer. As they ascend the ranks of the Army they will eventually be in a position to set policy, develop plans, and supervise the people who implement those plans and policies. Their ability to correctly make decisions concerning cyberspace and information security will affect our national security during the 21 st century.
The computer science majors must understand the practical aspects of information security within the overall framework of national security strategy, policy, and law. The non-technical majors must understand the nature of cyberspace so that they can make logical, well-reasoned decisions that have a cyberspace component. Specifically, they must understand information assurance and the military role in information assurance when they contemplate how the U.S. fits into a globally digitized world.
In both courses we felt that the emphasis on education over training was even more important than in normal undergraduate courses. In the information assurance area it is easy to fall into the training trap. There are numerous well-documented exploits and tools available that rely on fleeting flaws. An education does not focus on fixing the current flaws, or using the current exploits, but on the underlying principles that allow the student to understand the nature of technology or policy and its effect on the overall environment.
We teach both offense and defense in each course. Defense Advanced Research Projects Agency (DARPA) research has demonstrated that defenses are much more effective when they include planning from the attacker's point of view. [19] This result is intuitive to us. When defending an objective in the physical world, an Army leader is taught to always walk out and examine the defense from the attacker's perspective. Our cyberspace experience reinforces DARPA's conclusions.
A final common feature of these courses is the reliance on a major project to bring together the course content and force the students to learn new concepts. Projects like this have been used in many technical disciplines for the same reason. [17] In both cases, the project was designed to challenge the cadets. They were not taught all they needed to know to successfully complete the project; they had to go out and learn some new things to succeed. A project like this is an excellent tool to assess how well the students were educated in the course.
a. Course Goals and Objectives
The objectives for both courses are similar, but reflect the different needs and backgrounds of the students. 2) Understand U.S. national security in the context of cyberwarfare.
CS482 -Advanced Operating
3) Understand the potential of integrating cyberwarfare techniques into military operations.
4) Understand how offense and defense is conducted in cyberwarfare.
5) Understand the scope, impact, and technology behind cyberwarfare.
6) Understand the issues in the conduct of cyberwarfare and the interaction with current law and policy.
7) Appreciate the issues of ethics and morality in the conduct of cyberwarfare.
8) Know how to analytically approach the study of cyberwarfare, its use, implications, and effectiveness
Both courses have the goal of producing students that can think critically about information warfare policy and strategy. The technical course has two course objectives dedicated to this goal while the policy course has threequarters of its objectives devoted to this goal. The difference is emphasis.
A second goal for both courses is to give students a better understanding of the conduct of information warfare and the terrain on which it occurs, i.e. cyberspace. Students start the technical course toward the end of an accredited computer science major. They generally understand information systems, software development, network protocols, and that ilk. What they do not understand is how all these fit together to make secure or unsecure systems. The students from non-technical majors have all had an introduction to computing course during their first year. They have also used a sophisticated information infrastructure during their entire time as cadets. They are in effect power users, but they have very little understanding of the science that underlies the technology they are adept at using. In the technical course, our goal is to provide them with the tools to supervise the construction of a defense with depth and breadth. In the policy course for non-technical students, we just want them to have a realistic understanding of cyberspace and information security; an ability that we found lacking at the beginning of the course.
The final goal for both courses is the blending of the two goals discussed above. We want our non-technical students to create and analyze policy and strategy based on a realistic concept of the information infrastructure. Our technical students must make low-level security decisions that take into account the larger framework and the effects that will be felt far beyond the scope of the decision-maker.
b. Content
The organization and content of the courses have some similarity. As you might expect from the course objectives listed above, there is a large difference in the amount time devoted to the different topics.
CS482 -Advanced Operating Systems: Information Assurance
The technical course differs in emphasis. The first third of the policy course is covered in less than 6 lessons. The subtlety of the digitized and globalized world is combined with the discussion on national security. Although it is important for the students to understand the context of information warfare, it is not the focus of the course. Military information operations is also a key topic, but only one lesson is specifically devoted to it. In this course the students will plan and execute two information operations so they learn this topic by doing it, rather than in the policy course where they only plan an information operation. Where the non-technical students are only brought to a basic "script kiddy" level, the computer science majors become quite proficient at attacking computer networks. The ethics and legality block in this course is much more detailed. The cadets must not only understand the laws and ethics as they will apply to them after graduation, but they have to understand the consequences of inappropriate use of the things they learn in this course.
The next block, comprising a quarter of the course, is devoted to offensive information operations. The topics are the same as above but the level of detail is much greater. In addition to the more in-depth instruction on the offense, the highlight of the block is an actual attack which the students plan and conduct in an isolated laboratory.
The emphasis of this course is to produce proficient defenders, so the offensive block comes first. Armed with some understanding of how attacks are conducted, we then go into defensive operations where the students learn how to plan a defense. They study the strengths and limitations of specific technologies along with examples of those technologies. This block leads up to the course project know as the Computer Defense Exercise or CDX.
SS490 -The Strategy and Policy of Cyberwar
Both courses start with a high-level introduction to information warfare to provide context for further study. Because the focus of this course is developing and analyzing the higher-level strategy and policy, the first third of the course is devoted to understanding the high-level context.
The subject of the first block is Globalization and Digitization. During this instruction the students gain an appreciation for the way globalization and digitization have changed the face of the world and the way nations interact with each other. An important facet of this block is a three-lesson sub-block on information infrastructures. The basics of operating systems and networks are also covered so that the students have the basics for understanding later instruction on the conduct of cyberwarfare and to increase their understanding of cyberspace.
The second block focuses on U.S. National Security. The students build on the previous block by extending their understanding of the digitized, globalized world, to better understanding the U.S. role in this world and how it effects national security. It is critical that the students understand why our technically advanced nation makes us much more powerful and vulnerable in cyberspace at the same time.
The third block, called Military Information Operations, narrows the focus still further. From the U.S. perspective of the last block, they focus on the military perspective in these lessons. Much of the focus is on informationbased warfare vice information warfare. Information-based warfare is war with a significant cyberspace dimension while information warfare is conducted wholly in cyberspace. Topics include current U.S. doctrine for information operations, the roles and organizations involved, and planning information operations.
The course covers its most detailed and technical content in the forth block, Conduct of Cyberwar. During this block, the students first explore offensive information operations using the reconnaissance--exploit--consolidate context for an attack. The purpose of each phase, the technology involved, and examples are discussed for each. Once the students have a better understanding of how attacks work, they study the defense against the attacks. In addition to looking at the overall defense, the students examine defense-specific technologies.
Lessons are devoted to Cryptography and Public Key Infrastructure, Firewalls, and Intrusion Detection. By this point in the course the students should understand defense in breadth and depth, how to implement this defense at a basic level, and the trade-offs involved in defending an information infrastructure.
The final block concerns the legal, ethical and political aspects of information warfare. In this block we discuss the current laws and how they effect government operations in cyberspace. We also discuss the political ramifications involved in cyberwar, an aspect that cannot be neglected in an information operation plan. Finally, we talk about the ethics involved. We look at the motivations for the laws and try to insure that the students are equipped to make the right decisions whether or not the laws and policies are clear.
c. Instruction Method
Our methods for teaching and evaluating the courses are based on the concept of active-learning and just-in-time learning.
[10] Cadets will not fully grasp the topic area with high-level, conceptual lecture instruction alone. Our method is to focus on fewer, high-payoff, activities. Our hope is that the lessons of these activities will stay with the students and help them to become life-long learners in information assurance. Active learning entails activities where the students actively participate in the learning process. In CS482, the structure of the course is designed around the method of first introducing the concept of a particular aspect of information security, then using these newly learned concepts in hands-on exercises to reinforce the theoretical concepts. The nature of information security lends itself to m any different types of hands-on demonstrations and exercises. To incorporate active-learning activities we had to reduce the content covered in the course. We chose this trade-off because we were trying to educate, not train, the students.
CS482 -Advanc ed Operating Systems: Information Assurance
In the technical course, we relied heavily on hands-on experience both in and out of class. Classroom instruction took place in an isolated and safe laboratory. In the typical class, a type of tool such as integrity checkers was discussed. The discussion covered the underlying technology and the strengths and weaknesses of integrity checkers. The students would then use a typical integrity checker to accomplish some simple task in class. For more complex technologies the same model was followed except students spent more time on each part. An entire class period or more would be devoted to lecture/discussion. The hands-on part was then done out of class by the students as a graded homework assignment. Our g oal was to not only get the students to understand the technology of the tools, but also the related issues to their employment. For example, the difficulty of not only making software tools work, but cooperate with other software, was certainly well understood by the students at course end.
When covering the higher-level strategy and policy concepts, the instructional method was normally guided discussion. The academic purpose was to get the students to think critically about information warfare and all the related issues. As they discussed the day's readings, the instructors would ask pointed questions of the students to insure they properly considered all aspects of the problem. In the technical course the conduct of these types of lessons differed from the policy course. The computer science majors were clearly uncomfortable reading multiple articles with conflicting points of view and coming to class prepared to debate the points. The discussions required much more instructor leadership than the policy course.
SS490 -The Strategy and Policy of Cyberwar
We felt that non-technical majors needed a better understanding of cyberspace to be able to analyze and recommend policy. We felt they already had a good grasp of the language and jargon of cyberspace, but they were lacking any understanding of the concepts. For example, early in the course we had a discussion in which the forecast for increasing bandwidth played a major part. After class, a student who had actively participated in this discussion asked one of the instructors, "Just what is bandwidth?" Hands-on experience in the laboratory is invaluable for getting the students to understand the nuances of the technology. In some cases they understood how simple it is to accomplish a task like sniffing passwords off a network. In other cases they understood how hard it could be to target a specific system and not just attack the "low-hanging fruit." The laboratory exercises, combined with the lectures, were critical to developing an understanding of cyberspace that was deeper than buzzwords.
In the policy course we still emphasized active learning, but the technical hands-on component was much more limited. The conduct of the technical lessons differed between the two courses. Non-computer science majors were uncomfortable reading and understanding a technical topics at the beginning of the course. After reading the assignment, many of them could recite what they had read, but failed to understand the concepts involved. Much of the lecture was devoted to extracting the concepts from the reading. In this way, we prepared them for the course project and life-long learning in information assurance.
The macro-level strategy and policy classes were normally focused discussions of the reading assignments. The students discussed the usually conflicting views of the topics found in the readings. The instructor would participate only to keep the discussion on track. This type of class was well within the comfort zone of the international relations and history majors.
d. Projects
The key to both courses was a major project in which the students learned and applied new information assurance concepts. The focus of each project was in line with the course goals. The technical course used a hands-on cyberbattle while the policy course project required the students to plan an information operation.
CS482 -Advanced Operating Systems: Information Assurance
The technical course project was named the Cyber-Defend Exercise (CDX). In this project, the students got to test themselves against a real adversary in a competitive environment. They had to apply the things they had learned and determine the things they did not know. They then had to venture out and learn those things. This was truly a great educational opportunity.
Discovering what you do not know and going out to learn it is difficult work and is usually not expected of undergraduates. However, it is the crux of education. To help motivate students that are close to graduation to put the effort into the CDX we set it up as a competition. In the spring of 2001, they competed against the United States Air Force Academy and the Naval Postgraduate School. This competitive environment, although not necessary, certainly helped to maintain student motivation. These benefits have been noted elsewhere too.
[8] [13] They were given the network design and the services they were required to keep running. They then had to develop a plan before they were allowed to touch the network. We evaluated these plans and gave the teams feedback on their plans after which, they revised their plans based on the instructor feedback. They received instructor feedback on their revised plans just prior to the start of the configuration phase.
The network was small (9 computers) but represented a full suite of operating systems, hardware and services found on large production networks. They had a week and a half to reconfigure the network and make it secure based on their plans. After this period, a Red Team attacked the network for a week and evaluated the quality of the student defense based on their ability to penetrate the security.
After the exercise, the Red Team gave the cadets feedback during a teleconference. The students then had to put together a final briefing that covered the things they did correctly, and incorrectly, in the defense. By creating this briefing, the students were forced to understand what happened and was where some of the most important learning occurred.
SS490 -The Strategy and Policy of Cyberwar
In this project, students also worked in small groups and applied what they had learned throughout the course. The template for the project involved a real world hot spot. The project gave the students a fictitious but plausible goal for the U.S. and a mission to brief the National Command Authority on a plan to use cyberwarfare to support achieving the goal. When devising their plan, they were required to consider U.S. policy, U.S. and international law, and ethics. Crucial, however, from our point of view, was the technical feasibility of the plan. As they determined objectives for cyberwar, these objectives had to support the overall goal and had to be feasible within the context of the interconnected world and current technology.
The students researched and analyzed the actual target nation's information infrastructure using public domain information. Based on this analysis, and what they had learned about the conduct of cyberwar, they evaluated the risks associated with their plan. They also looked at the context of the globalized digital world and assessed the risks associated with both the success and failure of their attack plan.
The final part of the capstone project involved role-playing for students not part of the presenting team. Since each group was given a different scenario, the role-players could not rely only on their project work. Those students not presenting played different roles on the National Security Council and were graded on the quality of this role-playing. Asking the right questions is a key indicator of a student's understanding of the underlying issues.
Results
Our intent in teaching both courses was to educate the students. The field of information assurance is changing so rapidly; the half-life of information assurance context is very short. [14] [15] The students must be able to teach themselves new concepts in information assurance if they are to remain knowledgeable in the discipline. So that we could assess the effective ness of the course we designed it specifically to determine the ability of the students to learn new concepts on their own. In the technical course we included a technical research paper and the cyber defend exercise. In the policy course we used the course project. All these projects required the students to learn new concepts well enough to explain them to others (research paper and information operation plan) or apply them in a realistic situation (Cyber-Defend Exercise). In all cases we were very impressed with the results.
The computer science majors had been required to do research papers before so this was not a totally new experience for them in the technical course. The research project content was detailed, graduate-level, and showed an aptitude for original thought. The students appeared comfortable researching an area that was not specifically covered in the blocks of formal instruction and then teaching the subject matter to their classmates. An interesting corollary to the research project is the students' internalization and use of active-learning techniques during their research project presentation/class. All groups used a software and/or hardware demonstration to peak the interest of the class before explaining the high-level concepts associated with the topic. Additionally, hands-on exercises were used at the end of the class to reinforce concepts.
The initial plans for network defense in the Cyber Defend Exercise were not very strong. Even though the students were required to develop attack trees [16] , the plans did not exhibit good breadth or depth. The second iteration of the plans were much better, but if completely implemented, would not form a coherent defense. Clearly, abstract discussions of computer network defense did not develop clear understanding in the students' minds. During the configuration of the network the teams finally understood what a network entailed. We think that this experience is similar to teaching design in software engineering. Students generally only understand a complete, consistent design when they have to implement it. At the end of the configuration period the teams understood the elements of a complete design; however they also discovered how difficult it is to implement a network defense.
The students had difficulty just keeping all services running on the network as they made changes to secure it. In fact, they were a day late in having an operational network for the Red Team to attack. Once the attack started, they had to constantly battle to remove penetrations and keep the services running.
From a pedagogical point of view, we were very pleased to see constant improvement throughout the exercise. In fact, by the end of the week the network was essentially secure from attack. The cadets were exposed to situations they had never seen or expected to see. They had to understand what was happening, determine how to fix it, and then actually implement the corrective action.
The information operations plan of the policy course was also very successful. The project presentations were all technologically, strategically, and politically feasible. Not every aspect of every course of action met these criteria, but the level of knowledge displayed in this course far surpassed the students participating in the Student Conference on U.S. Affairs (SCUSA) that had not taken this course. Below is a table of the three groups and an assessment of the technical, strategic, and political feasibility of their projects. We deemed a proposal technically feasible if it was possible to do with a reasonable level of resources. We determined strategic feasibility if the proposal could actually lead to the accomplishment of the stated objectives of the operation. We evaluated political feasibility based on whether the legal, ethical, and political repercussions of the operation were appropriately addressed using a risk assessment format. The student self-assessment of their ability correlated with their performance on the final project. They felt they had the confidence to learn about the technology and to apply it to a real plan. Every student felt they could now learn more about the topic on their own and intelligently discuss the issues with an expert from the field. Representative student comments include, "I can have an intelligent conversation with a network security specialist and I can think of the relevant in-class demonstrations that we did to illustrate those capabilities." Another student said, "It gave a framework for further study and referred us to useful references." A final comment illustrates the course's relevance, "now I understand what is going on when I read about cyber attack techniques."
The students felt the project brought all the topics of the course together and that it required them to bridge the gap between policy and cyberspace. One student said that this project was the most interesting that they had ever done.
New Aspects
We have demonstrated that information assurance can be taught successfully at the undergraduate level to both technical and non-technical majors. Teaching information assurance to undergraduates is not common but is important to our national security. Information assurance is not limited to system administrators, but must be understood by leaders at all levels. By demonstrating that it is feasible, we hope that more universities will undertake these tasks.
Our work has deepened our understanding of how to prepare professionals for defense against cyberattack. Previous work has mostly focused on either understanding the underlying theories of secure software and hardware components or teaching cyberwarfare from its national security viewpoint only. We submit that Information Warfare cannot be taught from either extreme. Typical is the MSc in Information Security taught at the University of London -Royal Holloway.
The other extreme is represented by the course at the Information Resources Management College which has no technical component at all. [7] [9] Focusing on only information security techniques denies the student an understanding of how these techniques can be woven into an integrated defense. Information Security is a rapidly evolving field with the laws and policies evolving as rapidly as the technology. Understanding the context for information warfare is critical for the decision-makers. Because information security is always a trade-off between access, security, money, and perceived and real threats, the professional cyber-defender must understand the nature of the threat when creating and implementing a defense. One important contributing factor to our vulnerability is the low security profile of most computers connected to the Internet. Understanding how security decisions throughout the national information infrastructure affect national security is critical to protecting the nation's interests.
In warfare, as in all types of competition, offense and defense are fully integrated. To paraphrase Sun Tsu, you must know your enemy to fight effectively [18] . One cannot appreciate one side without understanding the other equally as well. As a result, we teach defense from an offensive standpoint. The course project requires the students to plan and conduct an attack on a computer network to meet a specific objective. Not only do they have to completely understand the offensive techniques they used, but they must also present the defensive measures that would have thwarted their attack.
Education research tells us that students retain very little of what they read or hear in a class beyond the final exam and even less after they graduate. Students are more likely to remember things they did rather than things they read or were told [14] [15] . Therefore, we have heavily employed active learning in the course. Every lesson involves some activity where the student applies course knowledge. In addition, the research paper and final project are significant parts of the course. Not only are they useful to evaluate the students, but the project and the research process are also learning experiences that the student has the highest probability of retaining after graduation.
Information Warfare is a very broad topic that is difficult to cover in one course. It is impossible to cover the entire spectrum even in a survey format, let alone in any depth. In addition, there is no agreement among the experts as to what topics should go into a course like this. We have left a number of the actual topics, and the depth that we cover them, up to the students. This insures that the student interest remains high--which is key to learning.
We feel that in a fast-developing and highly fungible field, such as information warfare, the key is not what we teach them, but that we teach them how to learn about these topics on their own. The content is less important; therefore, student-centered learning is the best approach.
Conclusions
We have come to some conclusions about undergraduate information assurance education as a result of our work. We believe that not only is it possible to educate students in information assurance at the undergraduate level, but it is superior to more of a training approach. In addition, we agree with the NSA that information assurance education must be multi-disciplinary [12] and should include not only the future technical people, but also the future managers, leaders, and policy makers. Students cannot learn how to defend a computer network unless they know how to attack one. The very best way to achieve this educational goal is to include progressive active-learning activities culminating in an experience that not only ties the course together but also enables the students to self-teach.
Information assurance training is vital to a secure information infrastructure. It is more important that the professionals in the field understand the underlying concepts and be able to self-teach new technologies and procedures as they face them. The purpose of undergraduate education is to prepare people to learn throughout life as well as to impart useful skills. We have shown that although our focus was weighted heavily towards education, our students were able to learn new and practical skills when they needed them.
Our belief in the necessity of a multi-disciplinary approach to information assurance education cannot be verified at this point, but we believe it will become obvious as more people educated this way make it into leadership roles. Our experience with the teaching of information assurance strategy and policy is that the technical understanding had a huge positive effect on the quality of the critical thought. We believe this experience extends to both government and commercial environments.
Educational research supports the value of active learning. Our experience with this course reinforces that view in information assurance. In fact, we do not think it would be possible to achieve the quality of education and the level of understanding that we achieved without the extensive use of active-learning techniques. Our experience in the Cyber-Defend Exercise best exemplifies this point. It was not until the students got their hands on the network that they understood a network defense plan.
Overall, we believe both courses were successful. The technical course has been made a part of the computer science curriculum. The policy course may become the model for a number of the capstone integrative experiences that are just entering the core curriculum at West Point. In fact, the word of mouth from the students who took the first iterations of these courses was so good that we already have several sections of the courses filled over the next two years.
